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No information about privacy or security
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Larger manufacturers better, still not easy to find
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… custom UIs and terminology,  no ability to compare 
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Our Multi-Step Path to Design and Evaluate Our IoT Label

Do consumers want security 
and privacy information before 

IoT purchase?
YES! 

[CHI’19]

What should be included on 
an IoT security and privacy 

label?
47 factors on a layered label,

recommended by experts
[IEEE S&P’20]

Is the label effective in 
conveying risk and 
informing consumer 
purchase behavior?

YES!
[IEEE S&P’21]

Will consumers pay more for 
better privacy and security?

YES!
[USENIX Security’23]

Are consumers interested in 
comparison tools for IoT 

security/privacy?
YES!

[work in progress]

* All Research Publications available on: www.iotsecurityprivacy.org

http://www.iotsecurityprivacy.org/
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iotsecurityprivacy.org
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Consumer Studies

• Does the label communicate risk to consumers? [IEEE S&P’21]

• Does the label impact consumers’ willingness to purchase IoT 
devices? [IEEE S&P’21] 

• How much more are consumers willing to pay for better 
security and privacy? [USENIX Security ‘23] 

[IEEE S&P’21]  “Which Privacy and Security Attributes Most Impact Consumers’ Risk Perception and Willingness to Purchase IoT Devices?” 

[USENIX Security ’23]  “Are Consumers Willing to Pay for Security and Privacy of IoT Devices?” 

https://www.iotsecurityprivacy.org/research/RiskPerception
https://www.synergylabs.org/yuvraj/docs/Emami-Naeni_USENIX23_ConsumerWillingnesstoPay.pdf
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Consumers’ Willingness to Pay for Products With…

• Good Security / Privacy Vs Bad Security / Privacy            ⇒ Prefer Good! 

• Good Security / Privacy Vs Unknown Security / Privacy ⇒ Prefer Good! 

• Bad Security / Privacy    Vs Unknown Security / Privacy ⇒ Prefer Unknown!?

Takeaways: (1) Consumers will pay for products with Good security/privacy 
                      (2) Little incentive for bad actors to adopt labels voluntarily 

[USENIX Security ’23]  “Are Consumers Willing to Pay for Security and Privacy of IoT Devices?” 

https://www.synergylabs.org/yuvraj/docs/Emami-Naeni_USENIX23_ConsumerWillingnesstoPay.pdf
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Label Enables Useful Tools

• Standardized label with computer-readable 
meta-data allows for automation

• Search engines that can find products with 
desired security/privacy features

• Consumer shopping apps
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 iotsecurityprivacy.org 
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We’re partnering with Consumer Reports, an institution that’s played an historic 
role in public education campaigns focused on sustained behavior change
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A National IoT Labeling Initiative Should be “Digital First”
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 iotsecurityprivacy.org    

Smart Video Doorbell NS 200 LEVEL 1

Security & Privacy Facts

More info

Mockup of compact label for 
packaging (not yet tested 
with users) – includes info 
on sensors, security level, 
and QR code that links to an  
overview label

Email us: contact@iotsecurityprivacy.org 

Yuvraj Agarwal, yuvraj@cs.cmu.edu 

mailto:contact@iotsecurityprivacy.org
mailto:yuvraj@cs.cmu.edu

