
Security	&	Privacy	Overview

EcoHouse
Smart	Thermostat	EH2023
Firmware	version:	1.4.5	-	updated	on:	2023-06-01
The	device	was	manufactured	in:	China

Security	Mechanisms

i
Security	updates Automatic	-	Available	until	at	least	2028-06-01

i
Access	control Password	-	User	Changeable

Multi-factor	authentication

Data	Practices

Sensor	data
collection

Audio

Sensor	type Microphone

Purpose
Tailored	advertising	and	monetization,
Providing	and	improving	device	functions

Data	stored	on
the	device

De-identified

Data	stored	in
the	cloud

De-identified

Data	shared
with

Not	shared

Data	sold	to Not	sold

Other
collected	data Temperature,	Humidity,	Device's	setup	information	is	collected

i
Privacy	policy http://www.ecohouse.com/EH2023/privacy

More	Information

Detailed	Security	&	Privacy	Label:
https://iotsecurityprivacy.org/featured/external/manufacturer/EcoHouse/EH2023

CMU	IoT	Security	and	Privacy	Label	CISPL	1.0	iotsecurityprivacy.org

http://www.ecohouse.com/EH2023/privacy
https://iotsecurityprivacy.org/featured/external/manufacturer/EcoHouse/EH2023
https://iotsecurityprivacy.org/

